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MOBILE APP USERS’ TOP 3 ACTIVITIES
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The SMB Mobile Threat

Here is an inside look at BYOD: the landscape,
trends, risks, and the growing challenges faced
by IT professionals. »

VIEWING REPORTS TRIAGING TICKETS SCANNING QUEUES

“2zendesk

SOURCE: ZENDESK

EO( BYOD companies already handle a great
D77 ) diversity of devices and platforms:

Serious Risks & Challenges For IT Pros of companis state 5

that they currently
have a BYOD policy

The biggest
concerns
or threats
IT pros see { 100/ 110/, say some of their
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to the|r Mobile mobile devices for

Lostorstolen  Lossof company Employee misuse :
networks: devices or customer data of devices malware business anyway
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Employee tablet use will
see a year-to-year

Growing BYOD Trends

passwords) on will reset lost passwords solution for
their mobile .~ BYOD SMes

s supporting
devices BYOD will
increase by

The growth of BYOD means more operating systems and devices will be 14%

accessing secure company networks. This presents a number of security
challenges to IT teams.
SOURCES: Voice of IT Survey on Mobile Security (Spiceworks, February 2013) | Four Times More BYOD than Corporate Liable
Smartphones = a Security Challenge and a Device Management Opportunity (ABlresearch, 2011) | The Latest Infographics: Mobile

Business Statistics for 2012, by Mark Fidelman (Forbes, 2012) | Bring Your Own Device: New Opportunities, New Challenges, by
David A. Wilis (Gartner Research, 2012)

“BYOD SECURITY GROWS UP”
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77% of workers from more than 4,000 organizations state that mobile
devices are important to achieving their business goals'

v - B B & securiTy poLicy2

Does your organization have x potcy {]
a mobile device security policy?

2010 0m 202

Less than half
than half

0 : : Don’t know
' 0 Percentage of employees that comply
with organizations’ social media policy’

..
24% =] 2D

2012

® Android devices

Apple i0s devices

(iPhone, iPad
. OF ADULT EMPLOYEES =N
RIM devices
(Blackberry) use their smartphones to access I |
® Nokia 0S devices |3 and/or store company information. _
RANKINGS ACCORDING TO Windows Phone q
IT PROFESSIONALS? Other

According to a survey of 1,400 CI0s, only 33% of technology executives

allow employees to access company networks with personal devices.* : / \ \ / \ m DA k
m m w e . \\ \\ / \ . l I vv 1/

| 12% |
NO ! Does your organization
a mobile device security policy??
“The surge in BYOD has IT departments scrambling to make sure their networks
can securely accommodate these devices. IT departments realize that BYOD is “BYOD is just the most recent security issue to disrupt IT networks, and the response
here to stay, so they are buckling down and deciding on policies that determine process is the same. Every IT department needs to get out ahead of the tidal wave of

how these devices can be managed with an acceptable level of risk.” mobile devices by building a company plan that identifies and controls BYOD risks. If you
haven't done this yet, do it now."

<

44% of 1,500 IT professionals believe that BYOD issues “divert
attention from other important IT projects”.’

— Lamar Bailey, director of security research and development for nCircle — Andrew Storms, director of security operations for nGircle

1. http://www.cm.com
2. http://www.ncircle.com/ind Fup-the-byod-security-challenge
3. http://blogs.forrester.com/doug_we : : - . onsumerization/byod-busted
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